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IHHOJIOKEHHUE

00 o0ecrneyeHHN 6€30MACHOCTH MEPCOHANBHBIX JAHHBIX
IpH uX 00padoTke B HHGOPMANUOHHBIX CHCTEMAaX
MepPCOHATbHBIX TaHHBIX

B roCyIapCTBEHHOM aBTOHOMHOM YyupexaeHun «J/leTckui
0310poBHTEAbHbIN Jareps umenn 10.A. I'arapuna»



1. Hacrosmee Ilonmoxenune ycTtanaBiuBaeT TpeOOBaHUS K 00eCHEUeHHIO
6e30MacHOCTU TEpPCOHANBHBIX HaHHBIX MPH HUX 00paboTke B HMHYOPMAIIMOHHBIX
cucremax nepcoHainbHbIX AaHHbIX ['AY CO «JIOJI umenn FO.A. T'arapunay,
IPEICTABIAIOMUX CO00M COBOKYIHOCTh MEPCOHAIBHBIX TAHHBIX, COICPXKAIIUXCS B
0a3ax MaHHBIX, a TaKXe HMH()OPMALMOHHBIX TEXHOJOTUH M TEXHUYECKUX CPENCTB,
MO3BOJSIOUIMX  OCYIIECTBIATh  00pabOTKy TakuX  MEPCOHANbHBIX  JTAaHHBIX
C UCIIOJIb30BAaHUEM CPENICTB aBTOMATHU3alMHU (anee — HHPOpPMAIIHOHHbIE CUCTEMBI).

ITon TeXxHWYECKHMMM CpeACTBaMH, IMO3BOJISIOIIAMH OCYIIECTBIATH 0OpabOTKy
NEepPCOHANBHBIX JAaHHBIX, IIOHUMAIOTCS CpPENCTBA BBIYUCIHUTENLHOH TEXHHKH,
UH(QOPMALMOHHO-BBIUUCIUTENbHbIE KOMIUIEKCHl M CETH, CPENCTBA U CUCTEMBI
nepefadd, NnpuemMa U 0OpabOTKM NEepCOHANBHBIX HaHHBIX (CpEICTBA W CHCTEMBI
3BYKO3aIllUCH,  3BYKOYCHWJIEHHS,  3BYKOBOCIIPOM3BEACHMS,  II€PErOBOPHbIE U
TEeJIEBU3HOHHBIE YCTPOWCTBA, CPE/ICTBA U3TOTOBICHUS, TUPAKUPOBAHUS JOKYMEHTOB U
IpyTue TEeXHUYeCKHe CpelncTBa o0pabOTKH pedeBOH, rpaduyeckod, BUAEO- U
OykBeHHO-IIM(PpoBOH HHGbOpMAIMK), TPOrpaMMHBIE CpeAcTBa (OIepallioHHbIE
CHCTEMbI, CUCTEMBbl YyIpaBieHHs O0a3aMd JaHHBIX H T.I.), CPEICTBa 3aLIUTHI
uHpOpMaIUY, IpUMeHsIeMble B UHPOPMAIIHOHHBIX CHCTEMaX.

2. be3omacHOCTb MNEPCOHANBHBIX MAHHBIX JOCTUrAETCS IyTEM HCKIIOYEHUS
HECaHKI[MOHUPOBAHHOTO, B TOM YHCIE CIy4ailHOro, AOCTyNa K MEpPCOHAIbHBIM
JaHHBIM, pe3yJIbTaTOM KOTOPOrO MOXET CTaTh YHHUUYTOXEHHe, H3MEHEHHe,
O70KUpOBaHUE, KOMHUPOBaHUE, PACIPOCTPaHEHHE MEPCOHAIBHBIX JAaHHBIX, a TaKKe
WHBIX HECAaHKIIMOHUPOBAaHHBIX ICHCTBUH.

be3omnacHOCTh MepcoHaIbHBIX JIAaHHBIX MPH UX 00paboTke B MH(OPMALIMOHHBIX
cuctemMax I'AY CO «JIOJI umenn IO.A. I'arapuna» oOecrmieunBaeTCsi C MOMOIIBIO
CHCTEMbI 3alUThl MMePCOHAJBHBIX JaHHBIX, BKJIIOYAIOIIEH OpraHu3al[iOHHbBIE MEphl U
cpencTBa 3amUTHl HMHGOpManmuu (B TOM UHCIE CpeACTBa IpeIOoTBpallleHHUs
HECaHKIIMOHUPOBAHHOTO JOCTyMa, YTE€YKH HH(MOPMALMU IO TEXHHYECKHM KaHallam,
IPOrpaMMHO-TEXHUYECKUX BO3JCUCTBUH Ha TEXHHUYECKHe cpelncTtBa 00paboTKu
MEPCOHATBHBIX HaHHBIX), a TaKXe HCIOoJb3yeMble B HWH()DOPMALMOHHON cHCTEME
UHPOPMAITIOHHBIE TEXHOJIOTHH.

TexHuyeckue H MpOrpaMMHBIE CPEICTBA 3aIUUTHI JODKHBI YAOBIETBOPSATH
yCTaHaBIMBaE€MbIM B COOTBETCTBUU C 3aKOoHojJaTenbcTBOM Poccuiickoil ®enepaunuu
TpeOoBaHMIM, 00€CTIEYHBAIOIINM 3aIIUTy HHOOPMAIIHH.

Jlns oGecnieyeHust 6€30MaCHOCTH MEPCOHATBHBIX TaHHBIX MPU UX 00paboTke B
uHpopmarmonHeix cucreMax [AY CO «JIOJI wumenn FO.A. T@arapunay
OCYIIECTBJISIETCS 3alllUTa pedeBoil uHbopManuu U uHbopMaluu, oOpabaThiBaeMoi
TeXHUYECKUMHU CpEeICTBaMH, a TakXe HHPOpMaluu, MPEeACTaBICHHOW B BHIE
UH(GOPMATUBHBIX JJIEKTPUUYECKUX CHUTHAJIOB, (GU3MYECKHX II0JIel, HOCUTeled Ha
OyMaxXHOM, MarHUTHOH, MarHUTOOTITHYECKOH U HHOU OCHOBE.

3. Metonpl U crocoOB! 3alUTH HHPOPMALMKA B WH(OPMALMOHHBIX CHCTEMAxX
I'AYV CO «0OJI unmenn lO.A. T'arapunHa»  yCTaHOBJIEHBl B COOTBETCTBHHM C
TpeboBaHusIMH DenepabHON CiTyk00i 0 TEXHUYECKOMY U 9KCIIOPTHOMY KOHTPOJIXO
u ®enepanbHOii city)60# 6e3omacHocTu Poccuiickoi deneparuu.

I[OCT&TO‘IHOCTI) IMPUHATBIX MEpP 10 00ecTIeYeHUIO 0e30ImacHOCTH
MEPCOHAJIBHBIX JAHHBIX IIPU UX 06pa60TI<e B PIH(bOpMaI_II/IOHHI)IX CHUCTCMAaxX



I'AY CO «JOJI umenu IO.A. T'arapuHa»  OLIEHUBAeTCs IpU IPOBENEHUHU
rOCyIapCTBEHHOT'O0 KOHTPOJIS U HaJ30pa.

4. PaboThl Mo obecrieueHHt0 0e30MaCHOCTH INEPCOHAIBHBIX JAaHHBIX NPU HX
00paboTke B WH(MOPMAIMOHHBIX CHCTEMaX SIBIISFOTCS HEOThEMIIEMOH 4acThio paboT
1o cosganuio nHPopMmanuoHHbix cucteM 'AY CO «1OJI umenu IO.A. I'arapunay.

5. CpenctBa 3ammMThl WHQOpMAIWH, TNpHMEHseMble B HH(MOPMALUOHHBIX
cuctemax ['AY CO «JOJI umenu HO.A. I'arapuHay», DOIDKHBI B yCTaHOBJIEHHOM
HOpPSJIKE MPOXOIUTH MPOLEAYPY OLIEHKH COOTBETCTBUSI.

6. Nudbopmarnmonnrie cuctembl [AY CO «JOJI umenun IO.A. I'arapuna»
KJIaCCU(DUIIUPYIOTCS B CTPYKTYPHBIX MOIPa3eNICHUSIX, OCYIECTBILIIOINX 00padOTKy
IIEPCOHANBHBIX JaHHBIX, a TakKe ONMpPEeAeNAIOMNX MW U colepkaHhe o0paboTKu
[IEPCOHABHBIX JIAHHBIX, B 3aBHCUMOCTH OT o00beMa o00pabaTblBaEéMbIX HMH
[IEPCOHATBHBIX JaHHBIX M yIrpo3 Oe30MacHOCTU >KU3HEHHO BaXXHBIM HMHTEpecaM
COTPYIHUKOB, OTABIXAIOLINX JETEH.

ITopsimok mpoBeneHus: kinaccudukaiuu uHPopManMoHHelx cuctem ['AY CO
«JIOJI umenn FO.A. I'arapuHay I0DKEH COOTBETCTBOBATH TPEOOBAHUAM COBMECTHOTO
[Tpukaza @enepanbHOW CIIy>)kOOM IO TEXHHUYECKOMY M JKCIIOPTHOMY KOHTPOITIO,
®enepanpHOi ciyx00# 6e3omacHocTH Poccuiickoii ®Penepanu 1 MUHHCTEPCTBOM
MH(MOPMAIIMOHHBIX TEXHOJIOTHH U cBsi3u Poccuiickoit @enepanuu ot 13 despans 2008
roga Ne55/86/20 «O6 yrBepknenun Ilopsaka mpoBeneHHs —KiaccU(UKaLMU
WHGOPMAITHOHHBIX CUCTEM IEPCOHATBHBIX TaHHBIX).

7. O6GMeH IMepCoHANbHBIMM JaHHBIMUA TPU UX 00paboTKe B MH(MOPMALMOHHBIX
cucremax I'AY CO «JIOJI umenu FO.A. I'arapuHa» ocyulecTBiIA€TCs II0 KaHalaM
CBS3M, 3alllUTa KOTOPBIX OOECHeurMBaeTCcsi MyTeM pealu3allid COOTBETCTBYIOIIMX
OpTraHU3aLIMOHHBIX Mep U IIyTeM MPUMEHEHHUS TEXHUYECKUX CPEICTB.

8.Pasmemenue uHbpopmannonusix cucreM ['AY CO «IOJI umenn I[O.A.
["arapuHay, crieliianbHOe 000pyJOBaHUE U OXPaHa IIOMELIEHUH, B KOTOPBIX BEAETCS
paboTa ¢ IE€PCOHANbHBIMHM JAHHBIMH, OpraHH3alUs pexumMa obecledeHus
0€30MMacHOCTH B 3THX MOMEIIEHUSIX HOJDKHBI 00ecneunBaTh COXpPaHHOCTh HOCHTENEH
MIEPCOHATIbHBIX JIAaHHBIX W CPEJACTB 3aIUThl MHPOPMALUH, a TaKXKe MCKIHOYaTh
BO3MOXXHOCTh HEKOHTPOJIMPYEMOrO0 IMPOHMKHOBEHHS WM IpeOblBaHUA B OTUX
TTOMEIIEHUSIX TOCTOPOHHUX JIULI.

9. Bo3MoXHbBIE KaHalbl yTeYKd WH(popMaluy npu ob6paboTke NepCcOHaIbHBIX
nanHeix B uHGopManuoHHbX cuctemMax ['AY CO «J1OJI umenn FO.A. I'arapuna»
onpenenstorcs OenepanbHON CIIy>KOOU 10 TEXHUYECKOMY U OKCIIOPTHOMY KOHTPOJIIO
u @enepanbHoit ciyx06oi 6e3omacHocT Poccuiickoit Dexepanny B mpenenax WX
MOJIHOMOYMH.

10. DBe3omacHOCTh IEPCOHANBHBIX JAHHBIX @pd HX 00paboTke B
unpopmarmonnoit cucreme I'AY CO «JIOJI umenu I0.A. 'arapuna» obecrneunBaer
JIAI0, KOTOPOMY Ha OCHOBAaHHMH TIpHKasa IHUPEKTOp IIopydaeT o0paboTKy
IIEPCOHATBHBIX JAHHBIX (nanee — ymojdHOModeHHOoe JsHIO). CylecTBeHHbIM
YCIIOBUEM IPHKa3a SBISETCA OOA3aHHOCTh YMOJHOMOYEHHOTO JIMLA OOECIEYHTh
KOH(HUIEHIUATBHOCTD EPCOHATBHBIX JaHHBIX U UX 0€30IIaCHOCTh IpH 00pabOTKe B
unpopmarmonHoi cucreme ['AY CO «10JI umenn FO.A. T'arapunay.



11. ITpu 06paboTKe MepCOHANBHBIX JaHHBIX B HH(OpMaLMoHHOK cucteMe ['AY
CO «JIOJI umenn FO.A. I'araprnay H0KHO OBITH 00€CTIEYEHO:

a) MpOBEJEHUWE  MEpONpPHATHH, HANpaBIEHHBIX HAa  IPEJOTBpalleHHe
HECaHKIMOHMPOBAHHOTO JOCTyNa K IMEepCOHAIBHBIM JAaHHBIM U (WJIM) Iepelada HX
JMLAM, He UMEIOIIUM MpaBa JOCTyIa K TaKoH UH(OpMaIUY;

0) cBOeBpeMeHHOE 0OHapyXeHHe (HaKTOPOB HECAHKLIMOHUPOBAHHOIO JOCTYIIa K
TaKo¥ UH(OpMaLINY;

B) HeJOMyIIeHHEe BO3IEUCTBHS Ha TEXHHYECKHE CPEICTBA aBTOMATU3UPOBAHHON
00paboTKH TEPCOHATIBHBIX TaHHBEIX, B pe3ylbTaTe KOTOPOro MOXKET OBITh HapyIICHO
X GYHKUIHOHUPOBAHHUE;

') BO3MOXXHOCTh He3aMeJIMTeIIbHOTO BOCCTAHOBIIEHUS TIEPCOHABHBIX JTaHHBIX,
MOAM(MUIMPOBAHHBIX WM YHHYTO)XKEHHBIX BCIIEACTBUE HECAHKIHOHMPOBAHHOTO
JOCTYyTIa K HUM;

1) TIOCTOSIHHBIM KOHTPOJIb 0OecriedeHus] ypOBHS 3alUIIEHHOCTH ITEPCOHAIBHBIX
JTaHHbIX.

12. Meponpusatist Mo o0ecreyeHHuI0 0e30I1acHOCTH INEPCOHABHBIX TaHHBIX
npu mx o6paborke B mHPopMaunoHHEIX chucteMax I'AY CO «J1OJI umenu 10.A.
[arapuHa» BKJIIOYAeT B ceOsl: |

a) ompeJieJeHHe yIpo3 6e30MaCHOCTH IEPCOHANBHBIX JaHHBIX NIPU UX 00paboTKe
1 (opMHEpOBaHUE HAa UX OCHOBE YaCTHON MOJEIH yTPO3;

0) pa3pabOTKy Ha OCHOBE YacCTHOW MOJEIH Yrpo3 CHCTEMbI 3aIlUThI
IIEpCOHANTBHBIX JaHHBIX, 00ecnedrBarolel HeHTpalu3aluIo IpeaoiaraeMbiX yrpos ¢
UCIONb30BAaHHE METOIOB M  CHOCOOOB  3allMTHl  [EPCOHANBHBIX  JaHHBIX,
IPETYCMOTPEHHBIX IS TPEThero Kiacca HHQOPMAIMOHHEIX CHCTEM,;

B) IPOBEPKY TOTOBHOCTH CPEJCTB 3alUThl MHPOPMAIMU K HCIIOJH30BAHHIO C
COCTaBJIEHHEM 3aKJIFOYEeHUS O BO3MOXHOCTH UX JKCIUTyaTalluH;

I) YCTaHOBKY ¥ BBOJA B OSKCIUTyaTallMI0 CpPEACTB 3alIMTHl WH(OpMAIlMH B
COOTBETCTBHMH C IKCIUTYaTAITHOHHO—TEXHUYIECKON JOKYMEHTAIHEH,

1) oOydeHHe JIMIl, HCIOJB3YIONIMX CPEACTBA 3aIlUThl HMH(OpMALHH,
IpUMeHsEMbIE B MHPOPMAIIMOHHBIX CUCTEMAX, IIpaBUilaM paboThl C HUMH,

€) y4eT NMPUMEHSEMBIX CPEINCTB 3alIUTHl MHPOPMAIMHU, SKCILTyaTallHOHHOW H
TEXHUYECKOM JOKYMEHTAIUU K HUM, HOCHTEJIel epCOHAIbHBIX JaHHBIX;

’K) y4YeT JIMI, MOOMyIIeHHBIX K paboTe C MepCOHAILHBIMU JaHHBIMU B
UHPOPMAIIMOHHOHN CHCTEME;

3) KOHTPOJb COONIONEHUS YCIOBHH MHCIIOJNB30BAaHUA CPEICTB  3allUTHI
uHpOpMaIuHy, IpeyCMOTPEHHBIX IKCILTYaTal[HOHHOM " TEXHUYECKOU
JIOKYMEHTALUEN;

M) pa3OUparesbCTBO M COCTABJICHHE 3aKIIOYCHHI MO (akTaM HeCOONoIeH s
YCIOBHM XpaHeHHWs HOCHTEJeH IepCOHANbHBIX JaHHbIX, HCIOIb30BaHUE CPEICTB
3amMThl  MH(GOPMALMH,  KOTOpble  MOTYT  IPHUBECTH K  HapyIlICHHUIO
KOH(UIEHIMATPHOCTH IEePCOHAJBHBIX JAaHHBIX MM  JPYIMM  HapyIIeHUIM,
IPUBOISAIIAM K CHIDKCHHIO YPOBHS 3aIlMIIEHHOCTH IEPCOHANBHBIX JaHHBIX,
pa3paboTKy ¥ TMPHHATHE Mep 10 IPEeAOTBPALIEHHIO BO3MOXHBIX  OIACHBIX
II0CJIEICTBUM TTOJOOHBIX HAapyLIEHUI;

K) OITHCAHUE CUCTEMBI 3aIlUThI TIEPCOHANBHBIX JaHHBIX.

13. Jlns pa3spabOTKH M OCYLIECTBIEHUS MEpPONPHITUH 10 00eCreYeHHuI0



0e30ma¢HOCTH IEPCOHANBHBIX JAHHBIX IPH UX 00paboTke B HH(OPMAIMOHHOU
cucteme mpukazoM ['AY CO «OJI umenn IO.A. I'arapuHa» ymOJHOMOYCHHBIM
JIMIIOM HA3HAYaeTCs OTBETCTBEHHBIN 3a obecneueHHe O€30IaCHOCTH IMEPCOHANTBHBIX
IaHHbIX (AIMuUHHCTpaTOp 0€30IMacHOCTH UH(OPMALIUH).

14. Jluma, DOCTYIl KOTOPHIX K IIEPCOHAIBHBIM AAHHBIM, 00pabaThIBa€MbIM B
MHGMOPMALIHOHHOM CHCTEMe, HEOOXOAUM VIS BBINOJHEHHUs CIyKeOHBIX (TPYIOBBIX)
0053aHHOCTEN, JOIMYCKAOTCS K COOTBETCTBYIOLIMM II€PCOHANILHBIM JaHHbIM Ha
OCHOBAaHHU CIIMCKa, yTBepxkaeHHoro pykosomureieM ['AY CO «JJOJI umenu 10.A.
I'arapunay.

15. 3ampocel Tonb30BaTened WH(MOPMALMOHHOW CHCTEMBI Ha IOJy4EHHE
TepCOHANBHBIX JIaHHBIX, BKJIIOYas JIMIL, YKa3aHHbIX B IyHKTe 14 HacTosLIero
[TonoxeHusi, a Takke (aKThl MPEeNOCTaBICHHUS IEPCOHANBHBIX MaHHBIX [0 JTHUM
3aIpocaM PErMCTPUPYIOTCS aBTOMATH3MPOBAHHBIMU CPENCTBAMU HH(POPMALOHHOU
CHCTEMBl B OJIEKTPOHHOM KypHane oOpamenuil. ComepkaHue 3JICKTPOHHOIO
XypHana obpalueHuii neproaryecky nposepsercs pykosoautenem I'AY CO «ZOJI
uMenu IO.A. ['arapunay.

16. Ilpu oOHapyXeHWH HapylIeHHH MOpsIKa IPETOCTABICHU NTePCOHATBHBIX
maHHeIXx pykosomurens [AY CO «JOJI wumenn [O.A. [arapuna» Win
YIIOJHOMOYEHHOE JIMI0 He3aMeAJHMTENbHO IPHOCTaHABJIMBACT MPEAOCTABIEHUE
IIEPCOHANIBHBIX JaHHBIX I0JIb30BaTeNsIM HH(OPMAIMOHHONW CHCTEMBl JI0 BBIABICHUA
NIPWYHH HapyIIEHUH U YCTPaHEHHUs 3THX IPUIHH.

17. Peanuzauus TpeGoBaHMi MO obecreueHHI0 0€30IacHOCTH MH(OpMAlUK B
Cpe/ICTBaX 3aIlUThl HH(POPMALUK BO3JIaraeTcs Ha uX pa3spaboTIMKOB.

18. Pe3ynbTaThl OLIEHKHA COOTBETCTBHS M (MJIM) TEMAaTUYECKHX MCCIIEOBAHUN
CPeZICTB 3allUThl HHPOPMAINH, TpeJHa3HauYeHHBIX Ul obecredenus 0e30MacHOCTH
TIepCOHANBHBIX JAHHBIX MPH MX 06paboTke B MHPOpManuoHHbIX cuctemax [AY CO
«JI0JT umenn FO.A. I'araprHay OLIEHUBAIOTCS B XOZ€ DKCIEPTU3bI, OCYIIECTBIIEMON
denepanbHON CITyXKOO0i 10 TEXHAIECKOMY M SKCIIOPTHOMY KOHTPOIIO U DenepallbHOH
cinyx6oii 6e3onacuocti Poccuiickoit Penepaniy B mpejesnax ux MOJTHOMOYHH.

19. K cpenctBaM 3amuthl nHGOPMALMH, TIPeJHA3HAYEHHBIM JUIs 00eCTeyeHus!
GEe30MaCHOCTH IIEPCOHANBHBIX [JaHHBIX MPH HUX 00paboTKke B HMHQPOPMALMOHHBIX
cuctemax ['AY CO «JIOJI umenm IO.A. T'arapuna», MpuaaratoTcs IpaBuila
[0JIB30BaHUs JTUMH CpeJCTBaMM, cornacoBaHHble ¢ @eznepanbHoil ciyx)00d 10
TeXHUYECKOMY M 3KCHOPTHOMY KOHTposto U DenepanbHOi Ciryx060k 0€30macHOCTH
Poccuiickoii @eneparun B peaenax UX MOJHOMOYHH.

I3MeHeHMe  YCIOBMH IIPUMEHEHHs CPEACTB  3alllUThl  MH(pOpMaIiy,
NpeNyCMOTPEHHBIX  yKa3aHHBIMH  IIPaBUJIaMH,  COIJIAaCOBBIBaeTCAs  C  ITUMH
denepanbHBIMU OpraHaMy HCIIONHUTEIbHOM BIACTH B IIPeJeNax X MOJTHOMOYHH.

20. CpencTtsa 3amuThl WHPOpPMALWH, MpEeAHA3HAUCHHBIE IJIA O00ECTeYeHHUs
Ge30MacHOCTH TIePCOHANBHBIX JI@HHBIX TMpU KX 00paboTke B HH(MOPMAIMOHHBIX
cucreMax I'AY CO «JOJ wumenm IO.A. Tarapuna», mnoamexar y4deTy C
MCIIOIB30BAaHMEM MHIEKCOB WM YCIOBHBIX HAMMEHOBAaHHMH M PETHCTPAlMOHHBIX
HOMEpOB, KOTOpBIe ormpefenstorcs PemepalbHON CIyXO0W 0 TEXHHYECKOMY H
SKCIIOPTHOMY KOHTpoito u DezepanbHoil ciyx0Ooit GeszomacHoctn Poccuiickon
denepaiyy B mpeeniax uX NOJTHOMOYHM.



